
The Good Manners Guide 
to Outsmarting Scammers



25%
say their polite 

and trusting nature 
makes them more 

susceptible to fraud

More than half
of UK adults say politeness
is a strong character trait 
of theirs



A note from Debrett’s
Dealing with scammers demands conversational techniques that can be the 
opposite of conventional social niceties – like engaging in small talk. 

When you talk to a suspected fraudster, you may have to turn your normal 
conversational wisdom on its head, in order to maintain your privacy and 
leave the conversation unscathed.

These defences could be multiple: a sceptical refusal to believe everything 
you’re told; a stalwart determination not to share any personal details; or a 
refusal to panic or feel coerced.

Ultimately, your best protection may be to enlist the help of other people:

• Never make a decision alone, or under pressure – tell the fraudster that
you’re going to discuss their proposal with your fi nancial adviser, partner,
accountant etc.

• When you put the phone down, spread the word. Sharing your
experience with friends and family could help stop them falling victim to
a similar scam.

• And if you’re worried you may have been scammed or said too much to a
fraudster, report the incident to Action Fraud UK.

When it comes to fraudulent calls, forewarned is always forearmed.

This Debrett’s guide is designed to help you deal with 

fraudsters, and leave you more prepared and ready to 

recognise attempts to scam you. 
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https://www.actionfraud.police.uk/


Screen your calls

Don’t make the mistake of thinking it’s rude not to answer your 
calls. If you see an unfamiliar number coming up on your caller 
display, let the call go through to voicemail.

Genuine callers will leave a message. In the unlikely event that a 
scammer leaves a message, you can investigate their credentials 
by doing a simple search online. And remember, you’re not 
obliged to respond to a voicemail. 

Be aware, however, that some fraudsters will create fake caller 
displays, so you may have to use some of the other techniques 
outlined on the following pages.

Don’t feel obliged to pick up the phone.  
If the caller is from a legitimate organisation, they’ll follow-up.  

Genuine callers will never ask you for security information. 
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Block the conversation early

Seize the initiative

Scammers are intent on ensnaring you in a conversation, and will often use small talk 
to make you feel comfortable. You need to stop them fast and it is possible to do  
this politely.

For example, if the scammer asks ‘How are you?’ at the beginning of the conversation, 
it’s fine to respond ‘I’m very well thank you’. But you should avoid the kneejerk polite 
response of ‘And how are you?’ Instead, block the exchange by saying, ‘Who am I 
talking to?’ 

If you’re approached by a scammer, you’re likely to 
be inundated with questions. Flip the conversation so 
you’re the one doing the asking. Politely ask for the 
caller’s full name, number and who they work for.

If you feel uncomfortable with this interrogative style, 
you can always start with a polite disclaimer, like ‘I’m 
sorry to be bombarding you with questions, but I really 
would like to find out more about you first.’

Make sure you know who you’re talking to. Before you give 
out any personal information, stop and think about why 

the person asking for it needs it – and whether they would 
normally ask for your details.

Ask to call the caller 
back if you’re unsure. 
You can contact the 
organisation they say 
they’re from directly, 
using an email address 
or phone number you 
know for certain  
is theirs. 
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Nearly half
(46%) of respondents 
said that they experience 
suspected fraud attempts 
at least once a month



4 Don’t be fooled by politeness

Many fraudsters will be extremely slick 
operators: polite, well-spoken, articulate. Don’t 
fall for the scam just because the fraudster 
appears to be on your wavelength – they are 
highly skilled at picking up on verbal signals 
and manipulating people.

Stay vigilant. Ask questions 
and don’t give out any 
information until you have 
made sure who you’re 
speaking to. Fraudsters 
are experts at making 
themselves seem trustworthy 
when they aren’t. 

Perform security checks5
Many fraudsters will claim to be calling from a trustworthy institution – a bank, 
a government department, the DVLA, Royal Mail, etc. We’re accustomed to 
answering security questions when we call our bank, so just turn this procedure 
on its head and politely ask the caller to give you details that only the 
institution in question would know.

If you feel awkward about doing this, simply start the question with a polite 
apology – ‘I’m sorry, I really do feel I need to check your details – there are so 
many scammers about.’

Alternatively, you can always tell the caller that you will call them back on the 
number listed on their organisation’s official website. Any signs of reluctance for 
you to go ahead with this will indicate that this is not a bona fide caller.

Don’t click on links in text messages and emails from senders you don’t 
recognise. You shouldn’t assume an unexpected email or text message 
is authentic. Clicking on a link from a sender you don’t know can give 
fraudsters access to your personal or financial details.
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28% 
of the population admit to 
having fallen victim to a 
fi nancial scam or fraud

32%
realised just in time that a 

financial scam or fraud was 
occurring before handing 

over any money or 
personal details 



6 Play the polite policeman

Ask the caller how they got your number. If this feels too bold, you could say 
something like ‘I’m interested to know how you got my number as I don’t generally 
make it available’.

Explain that you like to be cautious about incoming calls, so you’d be grateful if they 
could give you a number that you can ring them back on before continuing with the 
conversation.

Hang up and use a different phone to make the call (your landline, your partner’s 
mobile etc). You can also use this pause as an opportunity to check the 
organisation’s website and see if the number is listed.

Don’t be afraid to probe and ask questions.  
Trusted organisations won’t have anything to hide 

about why they are calling.    
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7
Keep your lips sealed
If the caller is unknown to you, never answer any 
questions (except on the level of ‘I’m fine thank you’). 
Even if questions appear to be innocent, maintain 
your silence. 

Do not give callers the name of your internet provider, 
your insurer or your bank. Do not give callers any 
information about your personal situation – whether 
you live alone, have children, a pension, life assurance, 
and so on. 

You don’t need to answer questions about your 
feelings or motivations. Scammers will use any 
opportunity to play on your feelings of insecurity, 
anxiety or interest.

If, for example, they ask an apparently obvious 
question, like ‘Do you want to make your money work 
for you?’ or ‘Are you worried about your retirement?’, 
keep responding with questions, such as: ‘Why are 
you asking me about that?’ or ‘This is not something I 
generally discuss with strangers.’

Have the confidence to 
refuse unusual requests 
for personal or financial 
information. Fraudsters 
may try to intimidate 
you by starting complex 
conversations – stop the 
discussion if you feel 
out of control. Take five 
minutes to assess the 
situation calmly.
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A quarter 
of respondents that 
experienced fraud or 
scams were approached 
on the phone

A quarter 
of respondents that 
experienced fraud or 
scams were approached 
on the phone

Young people
(18-34 year olds) were more 

susceptible to fraud or 
scams in this way (34%)
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Keep the door firmly closed

Don’t panic

It’s important to be discreet about 
giving people information about yourself. But you 
should also be very guarded about accepting 
information from cold callers. Think of your online 
security as a locked house with a security chain 
on the door. Never give a fraudster a way in by 
downloading software or clicking on links. 

Scammers will play on FOMO (fear of missing out). They will say things like 
‘This is a unique investment opportunity’ or ‘Many other people are taking up 
this very unusual offer. In fact, you might already be too late’.

Any attempt to put time pressure on you is a red flag and should be resisted at 
all costs. Just say something like ‘I’m so sorry, I don’t make important decisions 
on the spur of the moment’.

Never give anyone else 
your password. No 

genuine organisation 
– including your bank

– will ever call you to ask
for your security details.

Don’t let anyone rush or pressure you into making a 
decision. Stop and take time to consider what you want 
to do and whether you’re comfortable with what you are 
being asked by the caller. No trusted organisation would 
force you to make a transaction on the spot, or ask you to 
transfer money into another account.
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10 Solve your own problems

Scammers will often claim that they’re calling about a problem with your 
account or your software, etc. Their aim will be to make you feel vulnerable 
and anxious, and you need to seize the initiative.

As soon as a problem is raised, simply say ‘Thanks for telling me, I wasn’t 
aware of that. Leave it with me and I’ll investigate.’ The ball is now firmly 
back in your court. 

Trust your instincts. If something doesn’t feel right, question it 
and don’t give out any information until you have made sure who 

you’re speaking to. Fraudsters can lull you into a false sense of 
security, making themselves seem trustworthy when they aren’t. 
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Spread the word

Make your excuses

If you’re scammed, or have a near miss, tell other people. It’s a real warning sign if 
the scammer asks you not to tell anyone about the call. Forget the reasons they 
may give you for not saying anything – just take note of the fact that they don’t 
want you to involve anyone else.

Their scams will thrive on your silence, so don’t let that happen. If you feel you’re 
being carried along by a call, it’s a good idea to say ‘That’s very interesting, just 
hang on, I’d like to discuss this with my wife/mother/partner’.

Some people find it difficult to bring a call 
with a persistent scammer to an end, as they 
worry about interrupting or appearing rude. 
It’s always a good idea to have an excuse 
up your sleeve, so if you’re feeling hectored, 
badgered or trapped, you can just say 
something like ‘Oh dear, there’s the doorbell, 
I’m sorry I’m going to have to go’.

And don’t just tell your friends and family. If you’re 
concerned you may have been approached by a scammer 
or fallen victim to fraud, report it to the police right away 
at Action Fraud UK.

If a scammer is being 
persistent, recognise 
the behaviour and try 
not to waste your time. 
Find a way to exit the 
conversation, or make up 
an excuse to end the call. 
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https://www.actionfraud.police.uk/


34% 
of people did not tell 

anyone about their 
near miss of a fi nancial 

fraud attempt

Only 38% 
of those who were 
married told their 
partner about their 
near miss



13 End it

At any point when you start suspecting it’s a scam, terminate the call. It is 
quite possible to do this politely. Say ‘I’m so sorry. I’ve listened to what you 
have to say, but I don’t feel willing to take this any further. Thank you for 
calling. Goodbye.’ – then put the phone down immediately.

Feel empowered to end the call when you 
believe you’re dealing with fraudsters. It’s 
important to stay vigilant, as new scams 

appear all the time. 
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Handling suspicious calls
Remember our top tips to help you end a call with a suspected scammer:

Screen your calls – you don’t have to answer the phone.

Block the call early – ask who you’re talking to.

Flip the conversation by asking them questions.

Don’t be fooled by politeness.

Check their credentials.

Say you’ll ring them back on their organisation’s official number.

Keep your lips sealed – don’t give out your personal or financial information.

Don’t let them in – never click on links they send you.

Don’t panic. Stop and take five minutes to think about what they’re 
asking you to do.

Solve your own problems – tell them you’ll deal with it yourself.

Spread the word by sharing your experience with friends and family.

Make your excuses – was that the doorbell you just heard?

End it – feel empowered to put down the phone when you think someone’s 
scamming you. You don’t owe them politeness.
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Helpful links

About the research

Marcus security

Action Fraud

Take Five

Financial Fraud Action UK

Get Safe Online

Research undertaken by Opinium between 18 and 21 May 2021 with 2,000 UK adults.

About Marcus by Goldman Sachs
Marcus by Goldman Sachs is an online bank that offers a range of savings 
accounts. Built on the expertise of Goldman Sachs, Marcus combines the firm’s
150 years of experience with the innovation and approach of a cutting-edge tech 
company. It’s been operating in the US since 2016, with the UK marking its first 
international expansion. 

About Debrett’s
With a history dating back 250 years, Debrett’s is the authority on modern manners, 
etiquette and correct form. Debrett’s publishes guides to navigating social, personal 
and professional dilemmas, while the company’s coaching for global businesses and 
private clients helps improve social and interpersonal skills. Debrett’s directory of 
the British aristocracy, the Peerage & Baronetage, has been maintained since 1769 
and these records, along with up-to-the-minute British and international etiquette 
advice, will be available as a digital subscription service from August 2021.

marcus.co.uk @Marcus_UKMarcus by Goldman Sachs - UK

https://www.marcus.co.uk/uk/en/public-site/security
https://www.actionfraud.police.uk/
https://takefive-stopfraud.org.uk/
https://www.financialfraudaction.org.uk/consumer/advice/
https://www.getsafeonline.org/



